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Welcome to our latest edition of Cyber Risk Matters — your quarterly update
from the Cyber Risk Management Practice at Gallagher, dedicated to bringing
you the latest news and insights from the cyber risk landscape.

In this edition, we look at the devasting ripple effect of systemic cyber incidents, examine the role of regulation for artificial intelligence

(Al), and highlight the specific cyber vulnerabilities of the healthcare and charity sectors.

Plus, we welcome you to register for the final part of our 2024 State of the Nation webinar series, ‘The Digital World in 2025 and to take

advantage of a one-month free trial of Gallagher’s Cyber Defence Centre.

The Cyber Risk Spiral: How to
Safeguard Against Systemic
Cyber Events

In today’s interconnected world, a single
system failure or cyber attack could wreak
havoc on multiple entities in seconds —
including your business. We examine the
impact of common vulnerabilities and
exposures (CVEs) and what ‘continuous

monitoring’ should involve.

READ MORE

UK Healthcare Sector under
Siege: Recent Cyber Attacks
Expose Vulnerabilities

The future of patient care relies on the
healthcare sector’s ability to deal quickly
and robustly with cyber threats. In this
article, we look at the health sector’s
weak spots and how recent cyber attacks
have helped shape the UK government’s

cybersecurity proposals.

READ MORE

Al Poses Unigue Challenges
for Businesses, Insurers,
and Regulators

Where does the responsibility lie when an
Al system causes damage or harm to an
individual or a business? We explore the
risk exposures Al brings to organisations
and the complex issues of liability and
regulation in an increasingly uncertain

digital landscape.

READ MORE


https://www.ajg.com/uk/news-and-insights/2024/august/cyber-risk-spiral/
https://www.ajg.com/uk/news-and-insights/2024/august/uk-healthcare-sector-under-seige-recent-cyber-attacks-expose-vulnerabilities/
https://www.ajg.com/uk/news-and-insights/2024/july/ai-poses-unique-challenges-for-businesses-insurers-and-regulators/

Navigating Cyber Threats in
the Charity Sector

Increased online operations and digital
fundraising have heightened cyber risk
for charities, from phishing attacks to
insider fraud. Learn about the types of
threats to look out for, ways to safeguard
your organisation, and why swift incident

reporting helps the sector as a whole.

READ MORE

Gallagher’s Cyber Defence
Centre — Sign up for one
month free*

To help you manage your cyber risk
proactively, we invite you to tap into the
Gallagher Cyber Defence Centre — an
ongoing package of support that includes
vulnerability scanning, threat intelligence
webinars, access to a virtual CISO, and more.
Click below for a one-month free* trial.

FREE TRIAL*

State of the Nation Webinar
Series — Part 4

What'’s next now that Al has become
mainstream? What should business
leaders prepare for as the new year
approaches? Join us for this year’s final
State of the Nation webinar, where we
share our views on what’s around the
corner. ‘The Digital World in 2025’ takes
place on 14 November 2024.

REGISTER NOW

As always, you can visit Gallagher’s News and Insights page for more cyber updates and articles.

To find out more about how the Cyber Risk Management Practice can support and protect your business,
please click the button below.

CYBER RISK MANAGEMENT PRACTICE

The sole purpose of this newsletter is to provide guidance on the issues covered. This newsletter is not intended to give legal advice, and, accordingly, it should not be relied upon. It should not be
regarded as a comprehensive statement of the law and/or market practice in this area. We make no claims as to the completeness or accuracy of the information contained herein or in the links
which were live at the date of publication. You should not act upon (or should refrain from acting upon) information in this publication without first seeking specific legal and/or specialist advice.
Arthwur J. Gallagher Insurance Brokers Limited accepts no liability for any inaccuracy, omission or mistake in this publication, nor will we be responsible for any loss which may be suffered as a

result of any person relying on the information contained herein.

*Terms and conditions apply. Promotional Period: 00:00 15 April 2024 to 23:59 15 April 2026. Open to businesses based in the United Kingdom and the United States of
America who do not currently have a CDC subscription and have not already received a free trial. You can access the free trial via the link or email cyberRM@ajg.com.

Full terms and conditions can be found here.
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