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Spotlight

Why the floodgates are opening on biometric
privacy claims

A decade ago, certain social media platforms were embracing the latest facial recognition technology for

tagging photos and tracking users, largely without consent.

Then came the lawsuits. Today, most tech firms have dumped the
technology, with Facebook owner Meta announcing it would be

shutting down its facial recognition system in November 2021

There are many reasons why organizations collect the biometric
data of their staff and consumers. Thanks to modern technology,

it’s quick, convenient, and completely unique to the individual.

From clocking in and clocking out to unlocking smartphones,
accessing bank accounts, and passing through airports,
fingerprints, eye retina, and face scans improve security and offer

a seamless customer experience.

While this innovation provides a range of benefits and efficiencies,
it also presents a raft of risk exposures for companies to grapple
with. Key amongst these are laws dictating how biometric data
should be collected, stored, used, and secured.

A number of US states are in the process of adopting the Biometric
Information Privacy Act (BIPA), with the anticipation that we will
see a steady rise in BIPA breach lawsuits. But even in parts of the
world where the regulation is playing catch-up, there are important
considerations to be made and best practices to follow.
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Spotlight

2023: A year of landmark rulings

In December 2018, a plaintiff filed a class action lawsuit against her former employer. She claimed the fast-food

franchise had collected and misused her biometric information without consent, by disclosing her fingerprint

scans to a third-party vendor.

In February 2023, the Illinois Supreme Court imposed penalties,
potentially amounting to $17 billion in damages, for violating
lllinois’ Biometric Information Privacy Act (BIPA).? According to
this latest ruling, under the Act, each and every scan or
transmission of the plaintiff’s fingerprint data amounted to a
separate violation.

The case followed fast on the heels on another Illinois Supreme
Court ruling which determined that a five-year statute of
limitations applies to all BIPA actions.?

The size of the most recent settlements and the move by a
number of other US states to adopt BIPA legislation have
significant implications for all businesses that collect and utilize
biometric data. From big tech to healthcare, retail, and
transportation, the net has been cast wide where potential BIPA

infringements are concerned.

Although it was enacted in 2008, BIPA is gaining more attention
due to the number of class actions it has unleashed in recent
years and as more businesses deploy biometric security
technology to obtain personally identifiable information. Firms
have fallen foul of the biometric data protection rules by failing
to obtain necessary permissions from individuals, and for
transmitting their information to third parties without consent.

The emergence of a suite of biometric data protection laws can
be attributed to the desire of regulators to protect individuals
against potential misuse of their biometric data, especially
considering advancements in technology that have made the
collection and use of biometric data more prevalent. “The
regulations aim to establish clear guidelines for the collection,
storage, use, and sharing of biometric data,” explains Haytham
Zohny, Senior Vice President of US Casualty, Gallagher.

These fines can be massive, if it’s calculated on a per-occurrence basis, in which case it really
adds up. And that’s why so many carriers are moving to exclude biometric liability in their
policy wordings. There are a few different ways you could be covered for fines and lawsuits.
In theory, you could be insured for a breach of biometric privacy under your cyber policy.

If a company breaches the privacy of its own employees by mishandling their biometric
data, it could potentially lead to employment practices liability. And the company may even
be held responsible for any privacy-related damages under its liability policies, where there
is a privacy component, personal advertising injury, which could potentially be triggered.

—Jessica Cullen, Managing Director, US Casualty, Gallagher

Notable biometric data protection lawsuits

In 2018, Burlington Northern and Santa Fe Railway (BNSF)
Railway, a major freight railroad network in the United
States, was sued by a group of its truck drivers for
collecting, storing, and using their fingerprint data without
due consent. The transportation giant eventually settled in
September 2023, after an initial jury award of $228M was
overturned. Terms of the settlement were not disclosed.*

It followed a record $650M settlement of a privacy
lawsuit against Meta’s Facebook in February 2021, under
the Act, whereby the company was accused of using
photo face-tagging and other biometric data without
consent. In July, Meta reached another settlement for
BIPA violations, this time via a class action lawsuit
brought against Instagram. Other tech firms to reach
settlements for alleged breaches under Illinois’ BIPA
regime include TikTok ($92M) and Google ($100M).?

* Most recently, in July 2023, a class action lawsuit was
filed against the parent company of Twitter, X Corp., for
alleged violations of BIPA, involving facial recognition on
photographs uploaded onto the social media platform.
Plaintiffs in the case are seeking damages of up to
$5,000 per violation of BIPA, in addition to court costs
and legal fees.®

» Lawsuits are not just being brought in lllinois. In 2022,
Texas Attorney General Paxton activated a long-dormant
state privacy law and filed lawsuits against Meta and
Google, accusing the firms of collecting and misusing the
facial and voice recognition data of millions of Texans
over a period of several years.” The Texas law provides
fines up to $25,000 per violation.
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Biometric data: What is it?

Biometric data is difficult to mimic and manipulate, making it more accurate, reliable, and secure.’ There are
numerous advantages associated with biometric data. However, the threat of rapid cyber attacks,”® data
manipulation, and poor data management practices are prompting greater privacy concerns.

Physiological and behavioral information are the two main
categories of biometric data.® Physiological data involves different
body parts to identify and authenticate an individual, including:

* Fingerprint

* Face

e Iris

* Retina

» Voice

* Hand geometry

* Vein pattern

In terms of behavioral data, an individual’s digital, physical, and

cognitive behavior is used for identification and authentication.

Examples of behavioral data include:

* Voice recognition

* Gait analysis

« Signature dynamics
* Mouse dynamics

» Keystroke dynamics

Exponential growth and adoption

Biometric data is unique. This fact alone, along with its ease of use, has led to widespread adoption. In 2022, the market for digital
identity solutions, which includes biometric technology, was valued at $28 billion, and it is projected to surpass $70 billion by 2027."

US contactless biometric technology market size, by component, 2016-2027"
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Biometric data use cases

Identification and authentication are the two most common use cases for biometric data.

Employee verification

Clocking-in machines are one of the most popular and early-
adoption use cases for biometric technology. They are being
widely used for employee identification and verification
within the financial services sector, government entities,
universities, retail, and technology enterprises.

Customer recognition

Biometric data is useful for customer recognition because
it provides a seamless and secure way to identify and
authenticate customers. By using biometrics for customer
recognition, businesses can ensure that only authorized
individuals can access their services, reducing the risk of
identity theft or fraud.

For example, the car-sharing service Drivy uses facial
biometrics to verify drivers digitally.® Amazon is enabling
contactless retail payments in supermarkets like Whole
Foods, where the customers no longer need their wallets
or even a phone to pay. They can hover their palm over an
Amazon One device to make the payment.”

Smart device access

Accessing smart devices with fingerprints, face, iris, and
voice commands has become commonplace, with use as part
of multi-factor authentication. Biometrics are able to unlock
devices faster than passwords for frequent operations.”

Criminal identification in law enforcement

Correctional facilities employ biometrics to identify and
verify criminals. These methods help authorities enroll and
confirm the identity of individuals within the penitentiary
system. Correctional systems around Atlanta are in the
process of biometric-driven in-prison surveillance system to
track inmates by tracking their heartbeat and determining
their location to precise levels.'

Government projects

Managing identification is a massive concern for
governments.” Incorporating biometric data into national
identity cards and digital passports brings citizens onto one
platform and enables common services. It also helps to
minimize fraudulent activities, but at the same time contains
the sensitive data of millions of people. Countries have also
issued biometric passports® to protect against identity theft
and stop illegal entry into other countries.”

Industries with the biggest share of the global biometric technology market°

Government

A

Healthcare

Transportation and Logistics
Defense and Security
Others

Banking and Finance
Consumer Electronics
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Towards multimodal authentication

Biometric authentication has been introduced in an attempt to
combat data manipulation and provide a convenient and secure
digital identity. However, malicious practices have posed a
challenge to the use of the technology.

Biometric data is lucrative to hackers who can exploit biometric
datasets to plan more sophisticated attacks. Cybercriminals use a
variety of attack methods, including spoofing and deepfake attacks
to overcome biometric systems.

Past, present, and the future of biometric technology

In 2015, hackers gained access to the systems of the US Office
of Personnel Management (OPM), compromising the personal

information, including fingerprints, of over 21 million individuals.?

As cyber risk grows, biometric technology is heading towards a
multimodal approach whereby companies use multiple biometric
traits for identification or authentication purposes.?? In some of the
latest advancements, biometric researchers are using brain and
heart signals to increase the strength and security of their
recognition systems.?

Face Recognition

authentication technology. Has
earned 1¢ place in worldwide
evaluations five times

19821984 1989
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Recognition Fingerprint recognition
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Technology with agency begins operation
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research begins
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Fingerprint Finger Hybrid
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products for biometric authentication
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launch

Criminal automated fingerprint identification system technology for states across US by early 1990s

Gained widespread use in countries around the world by late 1990s

Source: The history of biometrics, RecFaces.

GALLAGHER SPOTLIGHT SERIES: SHIFTING PERSPECTIVES 9


https://recfaces.com/articles/history-of-biometrics

Spotlight

Growing privacy concerns

Biometric systems collect huge amounts of user data to verify and
authenticate identity. Biometric information is the most personal
and sensitive data available. Since its inception, companies have
had unrestricted access to the collection and use of biometric data,
often without sharing sufficient information about their collection
process and usage techniques.

But this is changing. In recent years, activists?* and former
employees have filed a number of lawsuits against companies
for poor management around the use of biometric data. There
are calls for more clarity and standardized procedures around
collecting, storing, and using sensitive, personally identifiable

physical and biological data sources.

Unlike passwords or personal identification numbers (PINSs),
biometric data is unique to the individual and cannot be
replaced or modified. Once compromised, cyber attackers can
exploit the data to impersonate biometric identifiers, such as
fingerprints and facial characteristics, giving access to network

and financial systems.

Cyber attackers use this technique to beat biometric authentication
methods and gain access to valuable data. In March 2021, for
instance, a criminal gang was able to dupe a Chinese government
facial recognition system using manipulated personal information
and high-definition photos bought on the Dark Web to fake tax

invoices worth $76.2 million.?>

What is the BIPA Act?

The ability to compromise personally identifiable information is
one reason behind consumers’ growing mistrust in sharing their
biometric data with companies and authorities. According to a
survey by Paysafe, 45% of consumers are not comfortable granting
access to this information.?® Among their concerns are that
companies will sell the data for monetary gains, transfer it to third

parties, or misuse it for tracking and profiling.

Using biometric data to carry out surveillance on citizens has
emerged as one of the largest ongoing privacy concerns. In its
latest policy statement, the Federal Trade Commission (FTC)
warned businesses against the unfair and deceptive use of
biometric data;? in particular, there is concern about using data to
track consumers at specific locations and obtain sensitive personal
information about their whereabouts and buying activities.

In recent years, biometric surveillance has
grown more sophisticated and pervasive,

posing new threats to privacy and civil rights.

— Samuel Levine, Director of the FTC’s
Bureau of Consumer Protection®®

Number of BIPA lawsuits filed in lllinois circuit courts3?

80

60

40

In the face of growing biometric use, increasing lawsuits, and hefty
penalties, privacy is now the top priority for legislators and
businesses. lllinois, Texas, and Washington have enacted the most
comprehensive biometric laws to date. BIPA has emerged as the
most stringent amongst these.

On October 3, 2008, the State of lllinois passed the Biometric Information Privacy Act (BIPA) to regulate the collection, use, and

handling of information and safeguard citizens from risky practices.?® The BIPA Act requires businesses operating in lllinois to

comply with several requirements pertaining to collecting and storing biometric data.

It requires businesses that store biometric information to inform the subject in writing that the data is being collected or stored

and the purpose and duration for which it is being collected. And it expects businesses to seek the subject’s written consent.

Violations of BIPA incur penalties of $1,000 per violation for a negligent act and $5,000 if the violation is deemed to be

intentional or reckless. BIPA is currently considered to be one of the US’s most stringent privacy regulations, spawning several

class action lawsuits for alleged infringements.*® According to Reuters, 180 BIPA lawsuits were filed in lllinois during the first

four months of 2023.%

20

Dec-22 Jan-23 Feb-23 Mar-23 Apr-23

From December 17, 2022 to April 17, 2023
Source: Bloomberg Law analysis

Other biometric data protection laws in the US

Texas

In 2009, Texas enacted the Capture or Use of Biometric Identifier Act (CUBI)*® to bar companies from capturing biometric
identifiers for commercial purposes without prior notice or consent. According to the CUBI, selling or disclosing biometric
identifiers is a penalized crime. Businesses in Texas are required to protect collected biometric data and delete it within a

reasonable time frame.

Washington

In 2017, Washington enacted a biometric privacy law, H.B. 1493, to safeguard its citizens from collecting biometric information
without their consent. The law also prevents the use of biometric data for commercial purposes but does not include facial
recognition data as a biometric identifier.
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Growing commercial risk exposures

Recent court decisions highlight the potential billion-dollar
exposure that companies may face for negligent and reckless
biometric data practices. The widespread adoption of biometric
technologies contributes to the heightened risk of litigation.

Employers should be particularly aware of their responsibilities.
More than half of the 182 BIPA lawsuits to date involve the
violation of BIPA regulations in the workplace, primarily
around the collection and use of employees’ fingerprints for
timekeeping purposes.*

Meanwhile, consumer-facing companies, financial services,
healthcare institutions, transport authorities, and high-tech
companies are among the most frequent biometric data
collectors. From virtual try-ons in fashion to financial transactions
and identification verification, all transactions involving the
capture of biometric information could become the focus of data

privacy concerns.

Biometric lawsuits in the US are no longer limited to Illinois. In
2022, California, Kentucky, Maryland, and New York proposed
standalone biometric laws with broad similarities to BIPA.*
Several states, such as Virginia, Colorado, and Utah, have already
passed new laws that have or will take effect in 2023, and more
are expected to follow this year. Businesses need to carefully plan
their biometric data protection strategies considering the
growing awareness of privacy infringements and the emergence
of more stringent regulatory frameworks.

Understand the law
Businesses need proactive measures to understand the existing
and emerging laws’ definitions, requirements, and penalties.

Risk assessment

With the emergence of new biometric laws, businesses need to
assess the risks associated with biometric data usage. In addition
to that, compliance audits can ensure adherence to biometric

data privacy laws.

Establish biometric policies

Having written policies documenting the collection, storage,
and use of biometric data and gathering consent before
collecting biometric information will help businesses avoid
future legal challenges.

Establish security requirements

Under the BIPA Act and other biometric protection laws,
businesses operating in specific states need to implement and
maintain data security safeguards to protect biometric data from
improper access, disclosure, or acquisition.

Train employees

Every data security initiative is a shared responsibility. Businesses
must educate their employees on the importance of biometric
information protection and provide training on data handling,
security protocols, and privacy practices.

Companies’ response to strengthening data protections should
encompass a broader view of their business priorities and
strategies. Businesses need to review their biometric data
protection and privacy policies against the broader context

of emerging regulations.

Adhering to biometric laws like the BIPA Act

is not strictly a tech company problem; it
spans all industries and business classes where
they collect any identifiable information.

Unlike passwords, credit card numbers, or
social security numbers, biometric identifiers,
such as fingerprints, iris patterns, and
voiceprints, are unique to each individual

and cannot be altered or changed.

Cyber attacks can use these characteristics
to commit fraud, impersonate identity, and
carry out more severe attacks. And that’s
the primary concern surrounding the
biometric information and implementation
of the BIPA Act.

— Haytham Zohny, Senior Vice President,

US Casualty, Gallagher

BIPA: The role
of insurance

Inevitably, the rise in BIPA-related lawsuits has resulted in
the introduction of new wordings within general liability,
employment practices liability, D&O, and cyber insurance
policies. Carriers have a reduced appetite for risks with
suspected BIPA exposures and are actively introducing
exclusions to protect against an increased frequency and
severity of claims.

As part of the tripartite relationship, insurance brokers
and carriers are there to assist businesses in
understanding the evolving challenges and exposures
associated with BIPA and other incoming biometric data
protection regulations. In particular, they can advise
clients on how to improve their policies and procedures
around the collection, storage, and use of biometric data.

By adopting best practices and demonstrating
compliance with BIPA and other data protection
regulations, including GDPR, insurance buyers will both
mitigate their exposures and better position themselves
ahead of renewal discussions.

The BIPA Act is attracting attention due to large settlements resulting from violations of
biometric privacy. This is where companies are found to have used face scans and fingerprints
without the consent of employees and/or consumers.

To date, there have been a number of high-profile class action rulings, including settlements
with users over the collection and storage of facial scans. Carriers are introducing wordings to
protect them against the potential for privacy violation actions, by explicitly excluding BIPA
actions or including cyber incident exclusions.

As we approach renewals, clients need to be prepared to answer tough and new
underwriting questions relating to these emerging issues, and/or accept the introduction
of mandatory exemptions.

— Jessica Cullen, Managing Director, US Casualty, Gallagher
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Future trends in biometric data protection

More states enacting privacy legislation around the collection and handling of biometric information, and

individuals are becoming more aware of their data protection rights. As a result, the number of BIPA lawsuits

is expected to increase. These legal developments have implications for insurance policies and wordings,
necessitating a careful evaluation and adjustment of coverage strategies.

Biometric technology has significant potential to deliver a
convenient and secure customer experience. Businesses should
seek to get ahead of the curve by committing to safe biometric
data practices and a thorough understanding of the evolving

risk landscape.

As industries continue to embrace new technologies, it is crucial
for adopters to be mindful of both the risks and opportunities
that the future of biometric technology offers. Risk and insurance
managers should discuss potential exposures with their broker
and insurer partners, take steps to mitigate these risks and stress
test how their insurance policies might respond.
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